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STANDARD TERMS AND CONDIT IONS OF PURCHSE 

–  Ap r i l  2021  

1. INTERPRETATION 

The fo l lowing def in i t ions apply to these Cond it ions .  
Aviva Sites :  means :  ( a )  any  Pu rchaser  Group p rem ises ;  
( b )  any  p rope r ty  owned  or  occup ied  by  any  member  o f  t he  
Pu rchaser  Group ( i nc lud ing  where  the  Pu rchaser  or  any  
o the r  Pu rchase r  Group  member  i s  a  t enan t  and  i s  p rov ided  
bu i l d ing - re la ted  serv i ces  th rough  a  l ease) ;  and /o r  ( c )  l and  
wh ich  the  Pu rchaser  or  a  Pu rchaser  Gr oup member  i s  
r espons ib le  f o r  ma in ta in ing  o r  on  wh ich  i t  i s  requ i r ed  to  
wo rk .  
Commencement Date : the date on which the Supplier is 
required to commence the Services or Works as set out in the 
PO, or, i f no such date is specif ied, the date that the PO was 
issued. 
Completion Date : the date on which the Supplier is required 
to complete the Services or Works as set out in the PO, or, if no 
such date is specified, the date which is 28 days after the 
Commencement Date  
Contract :  the PO and these Condit ions ( including any 
documents incorporated by references into the PO and these 
Condit ions) .  
Data Protection Laws :  means the General  Data 
Protect ion Regu lat ion (EU) 2016/679 (" GDPR ")  ( together  
wi th laws imp lement ing or  supplement ing the GDPR in 
Member  States of  the European Union,  in each case as 
amended and superseded f rom t ime to t ime),  and/or  a l l  
appl icab le laws, ru les ,  regu lat ions,  regu latory gu idance, 
regulatory requirements f rom t ime to t ime,  re lat ing to data 
pr ivacy,  in each case in  each jur isd i ct ion where the Services 
are del ivered ( including the  Data Protect ion  Acts 1988 to 
2018).  Eligible Employees :  means any person employed 
by the Suppl ier  or  the Cont ractor  (as def ined in C lause 15.2)  
( including sub-contrac ted s taf f  of  the Contractor)  
Goods:  any goods agreed in the PO to be bought by Purchaser 
from the Supplier ( including any part or parts of them). Goods 
Due Date: the date(s) for delivery of the Goods as set out in 
the PO, or, i f no such date is specif ied, the date which is 28 
days after the date that the PO was issued.  
Living Wage :  means the “ I re land Liv ing Wage” as set  by the 
Liv ing Wage Technical Group (or i ts successor)  from t ime to 
t ime. 
Loss means a l l  losses ( inc luding  f ines ,  pena l t ies  and tax 
l iab i l i t ies) ,  demands,  l iab i l i t ies ,  c la ims ( threatened or  ac tual ) ,  
p roceed ings and damages and al l  re lated  costs ,  expenses and 
payments ,  includ ing those made to th i rd  par t ies ( inc lud ing 
addi t iona l  taxes,  i r recoverab le VAT,  lega l  fees and 
d isbursements  and costs  of  invest iga t ion,  l i t igat ion,  
se t t lement ,  judgment and in terest )  and includes,  for  the 
avoidance of  doubt ,  any additional tax liabilities (in whatever form) 
incurred by the Purchaser or the Purchaser’s Group as a result of Brexit;  
PO means the purchase order ,  being the Purchaser 's wr i t ten 
instruct ion  to supp ly the Goods,  Works and/or  Services,  
incorporat ing these Condit ions,  detai l ing a l l  necessary  
descr ipt ions,  speci f icat ions and pat terns and including  the PO 
number.  
Purchaser: means the purchaser set out in the PO.  

Purchaser Group :  means the group of  companies, the 
ul t imate hold ing company of  which is Aviva plc (company no:  
2468686) or  any successor thereto.  
Services : any services, including any work products of the 
Services, agreed in the Contract to be bought by Pu rchaser 
from the Supplier ( including any part or parts of them) and 
include Works;  
Supplier:  the person, f irm or company who accepts the PO.  
Works :  the works and commissioning to be carr ied out by the 
Supplier for the Purchaser as set out in the PO, where  such 
Services are to be provided on Aviva Sites.  
Zero Hours Contract: has the meaning given in section 18 
Organisation of Working Time Act 1997 (as amended). 

2. APPLICATION OF TERMS 
2.1  These Condit ions apply to the Contract to the exclusion 

of any other terms that the Supplier seeks to impose or  
incorporate, or  which are implied by trade, custom, 
pract ice or course of  dealing.  

2 .2  Each PO shal l be deemed to be accepted on the ear l ier  
of  the Suppl ier:  (a) g iving not ice of acceptance of the PO; 
or  (b)  fu l f i l l ing the order for Goods and/or  Services, in 
whole or in par t .  

2 .3  No var iat ion to these Condit ions shal l  be ef fect ive unless 
agreed in wr i t ing by Purchaser.  

3. PRICE AND PAYMENT 
3.1 The price of the Goods and/or Services shall be stated in 

the PO and shall be exclusive of VAT but inclusive of all  
other costs, expenses and taxes , including for the avoidance 
of doubt any customs, duties or tariffs payable on Goods as a result 
of their importation into Ireland from the United Kingdom.   

3 .2  The Supplier  shal l  prompt ly invoice the Purchaser 
fo l lowing del ivery in ful l  of  the Goods and/or  Services (or  
otherwise in accordance with the payment schedule set 
out in the PO) using the Purchaser’s electronic invoicing 
system. Other  than i f  due to Purchaser ’s fau l t ,  invoices 
not  submit ted with in 6 months of when due shall  no 
longer be payable by Purchaser and the Suppl ier 
i r revocably waives any r ight  to recover such amounts.  

3 .3  Where the contract  is  not  a  construct ion contrac t  wi th in 
the meaning of  the Construct ion Contracts Act  2013 (as 
amended) (CCA ) ,  the  Purchaser shal l  pay the pr ice of  
the Goods and/or  Serv ices with in 30  days o f  receipt  of  
invoice which is correct ly submit ted  electronica l ly  the 
Purchaser ’s e lectronic invo ic ing system (as not i f ied by  
Purchaser f rom t ime to t ime),  wi th such costs of  e -
invoic ing to be borne by the Suppl ier .  The Suppl ier  must 
f i rs t  register  on  Av iva’s suppl ier  por ta l  and then be 
approved via Av iva ’ s  selected e -procurement par tner  
pr ior  to commencing any Services.  

3 .4  Where the Contract  is  a construct ion contract  wi th in the 
meaning of  the CCA, the provis ions to app ly to matters 
regarding payments shal l  be in accordance with the 
terms of  the CCA.  

3 .5  Without pre judice  to any o ther  r ight  or  remedy, the  

Purchaser reserves the  r ight  to set  of f  any amount  owing 

at  any t ime f rom the Suppl ier  to the Purchaser aga inst  
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any amount payable by the  Purchaser to the Suppl ier  

under the Contract .  
3 . 6  I f  any sum proper ly payable under the Contract is not 

paid when due, wi thout prejudice to the part ies' other  
r ights under the Contract , that sum shall bear interest  
from the due date unti l  payment is made in ful l  at 2% per 
annum over All ied Ir ish Bank base rate from t ime  to t ime. 
The Supplier  acknowledges that this is a substantial 
contractual remedy for  late payment for the purposes of  
the European Communit ies (Late Payment in Commercial 
Transactions)  Regulations 2012 .  

3 .7   The Supplier  is not entit led to suspend del iver ies of the 
Goods and/or supply of  the Works or  Services as a result 
of any sums being outstanding unless it  has f irst notif ied 
the Purchaser of i ts intention to do so and has given the 
Purchaser a reasonable opportuni ty to make payment.  

3 .8  I f  the Purchaser has any bona f ide query or d ispute 
regarding any amount included in any of the Supplier ’s 
invoice, i t  shal l notify the Suppl ier as soon as possible 
and the Suppl ier and Purchaser shall work together in 
good faith to resolve the dispute or query wi thin 30 days 
of notif ication. Once the dispute has been resolved,  
Purchaser shal l pay the amount due as part of that 
resolution within 30 days of  such resolution and no Late 
Payment Interest shal l apply with respect  to any such 
amount, provided however that Late Payment Interest 
shal l s tart  to accrue from the expiry of a 30 day per iod 
beginning upon the date upon which i t  is agreed that 
such amounts are properly due and payable to  the 
Supplier.  

4. GOODS  
4.1 The Goods shall be delivered, carr iage paid, to the place 

of delivery, and at the t imes and dates, st ipulated by the 
Purchaser as set out in the PO.  

4 . 2  The Goods shal l be of the best  avai lable design,  qual ity ,  
mater ial  and workmanship,  be wi thout  fault  and conform 
in a l l  respects wi th the PO and shal l comply wi th a l l  
re levant statutory and regulatory requirements.  The 
Purchaser 's r ights under these Condit ions are in 
addi t ion to the statutory condi t ions implied in favour of 
the Purchaser by the Sale of  Goods Act  1893 or  the Sale 
of  Goods and Supply of  Services Act 1980 ( in each case 
as amended).  

4 . 3  Prior  to del ivery of  the Goods to the Purchaser the 
Purchaser shal l  have the r ight  to inspect  and test  the 
Goods at  any reasonab le t ime not i f ied to the Suppl ier .  I f  
the resul ts o f  such inspect ion or  test ing cause the 
Purchaser to  be of  the opin ion that  the Goods do not  
conform or  are unl ikely to conform with the PO, the 
Purchaser shal l  in form the Suppl ier  and the Suppl ier  
shal l  immediate ly take such act ion (at  no  addi t ional  
charge)  as is necessary to ensure conformity and in  
addi t ion the  Purchaser sha l l  have the r ight  to require 
and witness fur ther  test ing and inspect ion.  

4 . 4  The Suppl ier  shal l  ensure that  the Goods are f i t  for  any 
purpose held ou t  by the Suppl ier  or  made known to the 
Suppl ier  by Purchaser expressly or  by impl icat ion ,  and 
in th is respect  Purchaser re l ies on the Suppl ier 's  ski l l  
and judgement and where they are manufactured 
products,  be f ree f rom defects in design,  mat er ia l  and 
workmanship and remain so for  at  least  12 months af ter  
del ivery.  

4 .5  The Goods shall  remain at the r isk of the Suppl ier unti l  
delivery to Purchaser is  complete ( including off loading 
and stacking). T it le in the Goods shall  pass to Purchaser 
on del ivery subject to Purchaser’s payment for such 
Goods.  

4 . 6  The Purchaser shall  not  be deemed to have accepted 
the Goods,  Works and/or  Services unt i l  i t  has had 10 
( ten)  business days to inspect  them fol lowing del ivery of  
the Goods or  not if icat ion that  the Works or  Services are 
complete.  The Purchaser shal l  a lso have the r ight  to 
re ject  the Goods as though they had not  been accepted  
during the per iod of 10 (ten) business days af ter any 
latent defect in the Goods has become apparent.  

4 . 7  I f  the Goods are del ivered to the Purchaser in excess of  
the quant i t ies ordered, the Purchaser shal l  not be bound 
to pay for the excess and any excess shal l be and shall  
remain at  the Suppl ier 's  r isk and shal l  be col lected by or  
on behalf  of  the Suppl ier at the Suppl ier 's  expense.  

4.8 These Conditions shall apply to any repaired or 
replacement Goods. 

4 . 9  Without pre judice  to any o ther  r ight  or  remedy which the 
Purchaser may have,  i f  any  Goods,  are not  suppl ied in  
accordance with,  or  the Suppl ier  fa i ls  to comply wi th,  
any of  the terms of  the Contract  ( includ ing del ivery by 
the Goods Due Date) ,  the Purchaser shal l  be ent i t led to 
avai l  i t sel f  of  any one or  more of  the fo l lowing remedies 
at  i ts  d iscret ion,  whether  or  not  any par t  of  the Goods,  
Works and/or  Serv ices have been acc epted by the 
Purchaser:  (a)  cancel  the Contract  in whole or  in  par t ;  
(b)  to re ject  the Goods ( in whole or  in par t )  and return  
them to the Suppl ier  at  the r isk and cost  of  the  Supp l ie r  
on the basis that  a fu l l  refund for  the Goods so returned 
shal l  be paid for thwith by  the Suppl ier ;  and to refuse to 
accept any subsequent del ivery of  the Goods;  (c)  at  the 
Purchaser 's opt ion  to g ive the Suppl ier  the opportuni ty  
at  the Suppl ier 's  expense e i ther  to remedy any defect  in  
the Goods or  to  supply replacement Goods;  (d)  recover 
f rom the Supp l ier  any expendi ture reasonab ly incurred 
by the Purchaser in  obtain ing the Goods in subst i tut ion 
f rom another  suppl ier ;  or  (e )  c la im damages as may 
have been sustained ( including for  addi t ional  costs,  loss 
or  expenses incurred by th e Purchaser)  which  are in any 
way at t r ibutable to the Suppl ier 's  fa i lure.  

4 . 1 0  The provis ions o f  th is Clause 4 shal l  surv ive any 
per formance, acceptance or  payment pursuant to the 
Contract  and shal l  extend to any subst i tuted or  remedial  
Goods provided by the Suppl ier .  

5. SERVICES 
5.1  In providing the Services, the Supplier shall:  

5.1 .1 co-operate with Purchaser and comply with al l  
reasonable instructions of Purchaser in matters 
relat ing to the Services;  

5 .1 .2 perform the Services with all  the reasonable care, ski l l  
and dil igence to be expected of an appropriately 
qualif ied and competent service provider and/or (as 
applicable) professional consultant experienced in 
performing services of a similar nature to the Services 
in relat ion to services of a similar scale, complexity, 
character and value as the Services, and in accordance 
with: (a) generally recognised commercial practices and 
standards; (b) al l  applicable legislat ion from time to t ime 
in force; (c) any specif ic requirements as set out  in the 
PO; and (d) any applicable codes of practice and 
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conduct set out in any relevant professional body to 
which the Supplier is a member;  

5.1 .3  ensure that the Services wi l l  conform with al l  
t imescales, descr ipt ions and speci f ications agreed with 
Purchaser; and  

5 .1 .4  use personnel  who are suitably ski l led and exper ienced 
to perform tasks assigned to them, and in suf f ic ient 
number to ensure that the Suppl ier 's obligat ions are 
fu l f i l led in accordance with the Contract ;  

5.1.5 the Supplier acknowledges that Purchaser may rely or act on the 
Services. 

5 . 2  The Purchaser ’s r ights under these Cond it ions  are in 
addit ion to i ts  r igh ts and remedies imp l ied by  statue and 
common law.  

5 . 3  The Supplier  shal l  begin per forming the Services on 
the Commencement Date and shal l  complete the 
Services by or  on the Complet ion Date.  

5 .4  Where the Services are (or include) Works, in addit ion to 
the other obl igat ions re lat ing to Services, the fo l lowing 
wil l  apply:  

5.4 .1  On the Commencement Date the Purchaser  shall  give 
the Supplier access to the relevant Aviva Si te to enable 
the Supplier to carry out the Works;  

5 .4 .2  The Supplier  shal l  at  a l l  t imes use i ts best  endeavours 
to prevent any nuisance ( including but  wi thout 
l imi tat ion noisy work operations)  or  other  inter ference 
with the r ights of any adjo ining land owner, tenant or  
occupier or  any other  contractor  or  consul tant  or any 
statutory undertaker  ar is ing out of the carry ing out  of  
the Works and shal l  assist  the Purchaser in defending 
any act ion or  proceedings which may be insti tuted in 
re lat ion thereto.  The Supplier  shal l be responsib le for 
and shal l indemnify the Purchaser f rom and against 
any and al l  expenses,  costs ( including legal  costs) ,  
l iabi l i t ies,  losses,  c la ims and proceedings wh atsoever 
resul t ing from any fa i lure or defaul t by the Suppl ier  in 
th is regard;  

5 . 4 . 3  The Supp l ie r  sha l l  comple te  the  Works  by  the  
Comple t i on  Da te .  I f  i t  becomes  apparent  tha t  the  
Works  w i l l  no t  be  comp le ted by  the  Comp le t ion  Date  
(or  any la te r  da te  agreed pursuan t  t o  t h i s  c lause)  
the  Supp l i e r  sha l l  no t i fy  the  Purchaser .  Where  de lay  
and/or  d is rup t ion  occurs ;  f o r  reasons  beyond the  
Suppl ie r ’s  cont ro l ,  due to  a  change in  the  l aw  in  t he  
count ry  where  the  Av iva  S i te  i s  l oca ted,  o r  due to  
prevent ion ,  imped imen t ,  ac ts  or  om iss ions  o f  the  
Purchaser  or  anyone fo r  whom the  Purchaser  is  
respons ib le ,  t he  Pu rchase r  sha l l  agree  an  ex tens ion  
to  t he  Comple t ion  Date .  I f  th i s  happens the  Supp l i e r  
sha l l  no t  be  ent i t l ed  to  c la im f rom the  Purchaser  i t s  
loss  and  expense  in cur red  as  a  r esu l t  o f  such  
de lay /d i s rupt ion /pro longat ion  o f  t he  Work s ;  

5 .4 .4  I f  any defects occur  in the Works dur ing the per iod of  6 
(s ix)  months af ter  the Complet ion Date due to the 
Suppl ier ’s default  the Purchaser shal l  not ify  the 
Suppl ier  by no later  than 5 ( f ive)  days after  the end of 
th is per iod,  and the Supplier  shal l  prompt ly make good 
such defects at i t  own cost ; and  

5 .4 .5  Without prejudice to Clause 5.4.3, i f  the Works are not  
completed by the Complet ion Date (or any extension 
thereto under) the Purchaser shal l be ent i t led to 
deduct  l iquidated damages f rom the agreed pr ice.  The 
rate of  any such l iquidated damages shall  be as set  
out  in the PO. If  no rate of l iquidated damages is 

speci f ied in the PO then th is Clause 5.4.5 does not 
apply and damages shall  be at large.  

5 . 5  Without pre judice  to any o ther  r ight  or  remedy which  

the Purchaser may have, i f any Services, are not supplied 
in accordance with, or the Supplier fai ls to comply with, 
any of the terms of the Contract ( including completion by 
the Completion Date), the Purchaser shall be entit led to 
avail itself of any one or more of the fol lowing remedies at 
its discretion, whether or not any part of the Goods, Works 
and/or Services have been accepted by the Purchaser: (a) 
cancel the Contract in whole or in part; (b) to reject the 
Goods/ Services ( in whole or in  par t )  and re turn them to 
the Suppl ier at the r isk and cost of the Suppl ier  on the 
basis that  a ful l  refund for  the Goods/  Services so 
returned shall  be paid for thwith by the Suppl ier;  and to 
refuse to accept any subsequent del ivery of  the Goods/  
Services;  (c)  at  the Purchaser 's opt ion to g ive the 
Suppl ier  the opportuni ty at  the Suppl ier 's  expense ei ther  
to remedy any defect in the Goods/  Services or  to supply 
replacement Goods/ Services;  (d)  recover from the 
Suppl ier  any expenditure reasonably incurred by the 
Purchaser  in obtaining the Goods/  Services in 
subst itut ion f rom another  suppl ier;  and (e)  c la im 
damages as may have been sustained ( including for 
addi t ional  costs,  loss or  expenses incurred by the 
Purchaser)  which are in any way at tr ibutable to the 
Suppl ier 's fa i lu re. 

5 . 6  The provis ions of th is Clause 5 shall  surv ive any 
performance, acceptance or  payment pursuant to the 
Contract and shal l  extend to any subst ituted or  remedial  
services provided by the Suppl ier .  

6. DATA PROTECTION& SECURITY 

6 . 1  The Supplier  shal l  comply  wi th the provis ions of  
Schedule 1 (Data Protection & Secur i ty) .  

7. COMPLIANCE 
7 . 1  The Supplier  shal l  per form its obl igat ions under th is 

Contract in compl iance with a l l  applicable laws and 
regulations and in provid ing the Goods and Services and 
not  cause the Purchaser to be in breach of  any laws or  
regulations.  

7 . 2  Without pre judice  to C lause 7.1,  each par ty undertakes 
to comply wi th a l l  app l icab le laws, ru les,  regulat ions,  
regulatory guidance, regula tory requirements f rom t ime 
to t ime, in each case in each jur isd ict ion where the 
Goods and Services are de l ivered in re lat ion to data 
pr ivacy.  

7 .3  The Supplier  shal l ensure that at al l  t imes i t  has and 
maintains a l l  the l icences, permissions,  authorisat ions, 
consents and permits that i t  needs to carry out i t s  
obligat ions under the Contract.  

7 . 4  The Supp l ier  agrees that  i t  sha l l  ensure  tha t  persons 
prov id ing Goods and Serv ices on beha l f  o f  the Suppl ie r  
understand and comply  wi th  a l l  the re levant 
requi rements of  these Cond i t ions  and Purchaser ’s 
appl icable regu la t ions,  po l ic ies and procedures 
( inc luding but  no t  l im i ted  to  secur i ty,  conf ident ia l i t y  
and heal th  and safety)  as  are  not i f ied  to the Suppl ier  
f rom t ime to t ime.  

8. INTELLECTUAL PROPERTY RIGHTS 

8 . 1  Al l  in te l lectua l  property  r igh ts in  respect  of  the  Goods,  
Works  and/or  Serv ices shal l  be owned by and vested in  
the Purchaser (unless  o therwise agreed by the 
Purchaser)  on per formance o f  the Services,  Works  or  
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de l ivery  of  the  Goods and the  Supp l ier  ( i f  requ ired  by  
the Purchaser)  sha l l  do  a l l  th ings necessary to  assi gn 
to  the  Purchaser,  w i th  fu l l  t i t le  guarantee and f ree  f rom 
th ird  par ty  r ights ,  the re levant in te l lectua l  property  
r ights .  The Suppl ie r  warrants  tha t  the Goods,  Works  
and/or  Services shal l  no t  in f r inge in  any way the 
in te l lectua l  property  r ights o f  any th i rd  par ty .  

8 . 2  Where the Suppl ier  provides the Purchaser wi th pre -
exist ing mater ia ls, the Suppl ier  grants the Purchaser an 
i r revocable,  non-exclusive,  wor ld-wide royal ty f ree 
( including the r ight to t ransfer or sub - l icence in whole or  
in par t)  l icence to use/modify such mater ia ls and make 
copies of such mater ials and/or  modif ications (and any  
anc i l la ry  r igh ts  necessary  to  enab le  the  Purchaser  to 
make fu l l  use  o f  the  mater ia ls )  fo r  any purpose 
whatsoever .  

8 . 3  The Suppl ier  wi l l  not  use any ar twork prepared for  the  
Purchaser in connect ion wi th the Goods,  Works and/or  
Services for  any other  purpose without  the pr ior  wr i t ten 
consent of  an author ised representat ive of  the 
Purchaser.  

8 . 4  The Suppl ier  uncond i t ional ly and i r revocably waives al l  
moral  r ights that  exis t ,  or  may exist ,  in  the Goods,  
Works and/or  Serv ices and sh al l  use i ts  best  endeavours 
to secure a s imi lar  waiver  f rom any employee or  
permit ted sub-contractor  of  the Supp l ier .  

8 . 5  Mater ials,  equipment and tools and al l  copyr ight , design 
r ights or  any other forms of intel lectual property r ights in 
a l l  documents and data suppl ied by the Purchaser to the 
Suppl ier  shal l at a l l  t imes be and remain the exclusive 
property of  the Purchaser but  shal l  be held by the 
Suppl ier  in safe custody at i ts  own r isk and maintained 
and kept in good condit ion by the Suppl ier  unti l  retu rned 
to the Purchaser and shall  not  be disposed of other  than 
in accordance with the Purchaser 's wr i t ten instruct ions, 
nor shal l  such items be used otherwise than as 
author ised by the Purchaser in wr it ing.  

9. INDEMNITY AND INSURANCE 
9 . 1  The Supplier  shal l  keep Purchaser indemnif ied against  a l l  

l iabi l i t ies,  costs, expenses, damages and losses 
( including but  not l imi ted to any direct,  indirect or  
consequent ial  losses, loss of  prof i t ,  loss of reputat ion 
and al l  in terest ,  penal t ies and legal costs (calculated o n 
a fu l l  indemnity basis) and al l  other  reasonable 
professional costs and expenses)  suf fered or  incurred by 
Purchaser as a resul t of  or in connect ion wi th any c la im 
made against  Purchaser by a th i rd party:  

9.1.1  for  actual  or  a l leged infr ingement of  the th i rd par ty 's 
inte l lec tual  property  r ights ar is ing out  o f  or  in 
connect ion  wi th the supp ly or  use of  the Goods and/or  
Services;  

9 .1 .2  for death,  personal in jury or  damage to property  

ar is ing out of or  in connect ion wi th defects in, or 
del ivery of , Goods or Services,  to the extent that  the 
defects in,  or delivery of ,  the Goods or  Services are 
at tr ibutable to the acts or  omissions of  the Suppl ier,  i ts  
employees,  agents or  subcontractors;  

9.1.3  aris ing out of or  in connection with the suppl y of  the  

Goods and Services,  to the extent  that  such c la im 
ar ises out  of  the breach, negl igent  performance or  
fa i lure or delay in performance of  the Contract  by the 
Suppl ier , i ts employees, agents or subcontractors; and  

9.1.4 arising from a breach of Clause 6 of these Conditions.  

9.2 The Supplier warrants to the Purchaser that to the extent 
applicable to the provisions of the relevant Goods, 
Services or Works: (i) it has in force a policy of public 
and products liability insurance covering the liabilit ies it  
may incur under the Contract, with a limit of indemnity 
not less than €10,000,000 (unless otherwise stated in 
the PO) for any occurrence or series of occurrences 
arising out of each and every event and, in respect of 
products liability, in the aggregate in any one year; and 
(ii) where the Services being provided under the 
Contract are professional services which can be 
covered by a policy of professional indemnity insurance, 
it has in force and shal l maintain in force for 6 years  
from the Completion Date,  a pol icy of professional  
indemnity insurance covering the l iabil i t ies it  may 
incur  under or  in connect ion with the provis ion of  such 
Services, wi th a l imit of indemnity not less than 
€2,000,000 for any occurrence or series of  
occurrences arising out  of  each and every event and 
in the aggregate.  

10. TERMINATION 

1 0 . 1  The Purchaser  shal l  have the  r ight  a t  any t ime and for  
any reason to terminate the  Cont ract  in who le or  in  par t  
by  g iv ing  the  Supp l ier  wr i t ten  not ice whereupon a l l  work 
on  the  Contrac t  sha l l  be  d iscont inued and the Purchaser  
shal l  pay to the Supp l ier  a l l  sums owed in  respect  o f  
Goods,  Works  and/or  Serv ices proper ly  p rovided in 
accordance wi th  the  Contrac t  together  w i th  fa i r  and 
reasonab le  compensat ion  fo r  work - in-progress a t  the 
t ime o f  terminat ion but  such compensat ion shal l  not  
inc lude loss  o f  an t ic ipated pro f i ts  or  any consequent ia l  
loss.  

1 0 . 2  Each par ty  sha l l  have the  r igh t  a t  any t ime by  g iv ing  
not ice  in  wr i t ing  to  the  o therer  to  terminate  the  
Cont rac t  fo r thwi th  i f :  (a )  the  o ther  par ty  commi ts  a  
mater ia l  b reach o f  any o f  the  Cond i t ions  o f  the  
Cont rac t ;  o r  (b)  the  o ther  becomes (or  threatens to  
become)  the  sub jec t  o f  a pe t i t ion  in  bankruptcy  or  any 
o ther  p roceed ing re la t ing  to  inso lvency,  examinersh ip ,  
rece iversh ip ,  l iqu ida t ion  or  ass ignm ent  fo r  the  benef i t  
o f  c red i to rs  or  any event  ana logous to  the  fo rego ing 
occurs  in  any ju r isd ic t ion .  

1 0 . 3  The te rminat ion  o f  the Cont ract ,  however  ar is ing ,  shal l  
be  wi thout  pre jud ice to  the r igh ts and dut ies of  the  
par t ies accrued pr ior  to te rminat ion .  The  prov is ions of  
these Condi t ions  wh ich expressly or  imp l iedly  have 
e f fect  a f ter  te rminat ion  shal l  cont inue to be  enforceable  
no twi thstanding terminat ion .  

1 0 . 4  Any prov is ions wh ich are in tended to  or  by the ir  na ture  
ought to  survive terminat ion  of  th is Contr ac t  sha l l  
surv ive terminat ion  or  expiry of  th is  Contract ,  however  
and whenever  occur r ing .  

1 0 .5  The Suppl ier  shal l provide all  assistance,  reasonably 
requested by the Purchaser (at  no addi t ional  cost) in 
re lat ion to the cessat ion of the Services/Work, inclu ding 
where appropr iate,  the migrat ion of Purchaser data in a 
meaningful  and useable format to us or  a successor 
suppl ier of the Purchaser.  

11. ASSIGNMENT AND THIRD PARTIES 
1 1 . 1  The Suppl ier  shal l  no t  be ent i t led to ass ign the Contract  

or  any par t  of  i t  wi thout  the  pr ior  wr i t ten consent o f  
Purchaser.  The Supp l ier  shal l  not  sub -contract  the 
provis ion o f  the Works,  Services and/or  the del ivery of  
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the Goods to  any th i rd par ty wi thout  the pr ior  wr i t ten 
consent of  Purchaser and,  notwithstanding such 
consent,  the  Supp l ier  sha l l  remain l iable to Purchaser 
for  a l l  breaches or  fa i lures by the sub -contractor  to 
abide by the  terms of  the  Contract .  

1 1 . 2  Purchaser  may without  seek ing  consent  ass ign  or  novate  
the Cont ract  to any member  o f  Purchaser  Group.  

1 1 . 3  The Suppl ier  agrees that  Purchaser may delegate i ts  
responsib i l i t ies under th is Contract  to ( i )  any member of  
the Purchaser Group or  ( i i )  th i rd par ty for  the purpose of  
per forming outsource services and/or  administrat ing the 
Contract  for  and on behal f  of  Purch aser.  The Suppl ier  

understands that the Purchaser Group member and/or  the 
third party depending on the responsib i l i t ies they have 
been given by Purchaser may (but subject  to Clause 7)  
have access to the Contract  for such purposes.  

12. BENEFIT 
1 2 . 1  Save where the context  otherwise requ ires ,  re ferences to 

Purchaser in these Condi t ions inc lude references to  the  
o ther  members  o f  Purchaser Group f rom t ime to  t ime, so 
that ,  for  example,  an ob l iga t ion to  supp ly  Goods and/or  
Services to Purchaser  sha l l  be  construed as  an 
ob l iga t ion to  supply  those Goods and/or  Serv ices to  
Purchaser and to the other  members of  the  Purchaser 
Group. Nothing  in  th is  Cont ract  shal l  prevent Purchaser 
f rom seeking  and enforc ing any remedies under any 
Cont ract  for  and on beha l f  o f  any members  o f  the 
Purchaser Group.  The Supp l ie r  shal l  be ent i t led and 
ob l iged to  re ly  upon the author i ty of  Purchaser ac t ing 
wi th in i ts  scope o f  au thor i ty  for  the  o ther  members  o f  
the Purchaser Group in a l l  mat te rs  re lat ing  to any 
Cont ract ,  un less Purchaser g ives the Suppl ier  pr ior  
wr i t ten not ice to  the  contrary  

1 2 .2  Subject  to Clause 12.1, th is Contract  does not  create any 
r ights or  benef its enforceable by any person not  a party 
to i t  (wi th in the meaning of the UK Contracts (Rights of 
Third Part ies)  Act  1999 or  otherwise) .  

13. AUDIT 
13.1  The Purchaser reserves the r ight  on reasonable not ice to 

inspect , audit  and/or take copies of  al l  books, t ime 
sheets, records,  computer  records, correspondence, 
receipts and memoranda of  the Supplier insofar as they 
relate to the Goods,  Works and/or  Services and the 
Supplier shal l permit  Purchaser access to such items.  

14. ZERO HOUR CONTRACTS AND THE LIVING WAGE 
1 4 .1  The Suppl ier  warrants and undertakes that  i t  has not  and 

shal l  not (and shal l  ensure that any sub -contractor  
author ised to per form Works and/or  Services under th is 
Contract shal l  not)  use any employee or  worker  
( including agency and/or temporary staf f)  to per form all  
or  any par t  of  the Works and/or  Services under the terms 
of  a Zero Hours Contract  in accordance with s.18 
Organisat ion of Working Time Act 1997 (as subst i tuted by 
the Employment (Miscel laneous Provis ions)  Act  2018.  

1 4 . 2  To the extent  permit ted  by law, the Suppl ier  shal l ,  and 
shal l  ensure that  any sub -contractor  author ised to 
per form the Works and/or  Services in accordance with 
th is Contract  ( “Contractor ” )  shal l ,  in  each case,  when 
provid ing El ig ib le Employees to work a t  Aviva Si tes in  
I re land shal l :  (a)  pay El ig ib le Employees not  less than 
the Liv ing  Wage in respect  of  that  work;  (b)  where an 
increase to the Liv ing Wage is of f ic ia l ly  announced, pay 
El ig ib le Employees the increased amount wi th in  6 (s ix)  
months of  the o f f ic ia l  announcement;  and (c)  not i fy  

El ig ib le Employees of  the date of  the next  increase to 
the Liv ing  Wage with in 1 (one) month of  the o f f ic ia l  
announcement,  unless  such El ig ib le Employees have 
been previous ly not i f ied about the date on which they 
wi l l  receive at  least  the increase  

15. SUPPLIER PERSONNEL 
1 5 .1  The Suppl ier  shal l procure that  i ts  employees,  workers,  

approved sub-contractors or  agents ( “Supplier 
Personnel ” ) attending an Aviva Si te or  a th ird par ty’s 
si te in connect ion with the Contract comply wi th:  (a)  any 
reasonable d irections or  instruct ions given to them; and 
(b) any appl icable securi ty, health and safety or  other  
not ices,  laws and regulat ions. 15 .2  The Suppl ier  shal l:  (a)  
be sole ly responsib le for a l l  matters ar is ing out of any 
contract  of employment or  engagement for  Suppl ier 
Personnel and warrant that  the Suppl ier has proper ly 
assessed the employment status of a l l  Suppl ier  
Personnel and where they are assessed to be employees 
that the Suppl ier  has accounted for  (and paid where 
appl icable)  a l l  tax and nat ional  insurance l iabi l i t ies;  and 
(b) not  do (or  omit  to do)  anything which could or  could 
be expected to imply an employment r e lat ionship 
between the Purchaser and such Supplier  Personnel . The 
Suppl ier  shal l indemnify and hold harmless the Purchaser 
against  any Loss including any employer  or  employee tax 
or  nat ional insurance l iabi l i t ies which the Purchaser may 
suf fer  as a result  of  any c laim or  threatened cla im that  an 
employment or other  re lat ionship exists between the 
Purchaser and the Supplier Personnel  or  ar ising out of 
your fai lure to comply with these Clauses 15.1 and 15.2.  

1 5 . 3  Without l imi t ing Clauses 15.1 and 15.2,  the S uppl ier  shal l  
indemnify the Purchaser against  a l l  Loss suf fered by  the 
Purchaser,  e i ther  d irect ly o r  under an agreement w i th a 
successor suppl ier  of  the Services/Works to  the 
Purchaser or  which  otherwise ar ise out  of  or  in 
connect ion  wi th:  (a)  any breach o f  the European 
Communit ies (Protect ion of  Employees on Transfer  of  
Undertakings)  Regu lat ions 2003 as amended (" TUPE " ) ;  
(b)  any actual  or  a l leged ac t  or  omission by the Supp l ier  
of  any of  i t s  obl igat ions or  l iabi l i t ies,  or  any other  event 
occurr ing pr ior  to  the terminat ion of  the Contract ,  in  
re lat ion to Suppl ier  Personnel ;  and (c)  w i thout  

l imi tat ion,  any c la im for redundancy payment,  unfair  
d ismissal  compensat ion or  not ice monies and expenses 
or  a protect ive award,  in connection wi th or  as a resul t 
of  any c la im or  demand by any Suppl ier  Personnel  
ar is ing direct ly or  indirectly f rom the termination or 
expiry ( in whole or  in par t)of  the Contract or  reduct ion 
in supply of any of the Services/Works or d irect ly or  
indirect ly from TUPE.  

16. BUSINESS CONTINUITY 
1 6 .1  The Suppl ier  shal l have a business cont inuity plan in 

p lace to deal  with events which could  interrupt  or 
prevent the Suppl ier  f rom performing i ts obligat ions to 
the Purchaser under the terms of  a PO or  which resul t  in  
the Purchaser not  receiv ing the fu l l  benef i t  of  the 
provis ion of goods or services from the Suppl ier .   In 
part icular,  the Purchaser shal l  have cont ingencies in 
p lace to deal  with matters ar is ing as a resul t of Brexi t  
and the Covid 19 Pandemic,  to take into account such 
matters as labour shortages and disrupt ions to supply 
chains.   

17. GENERAL 
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1 7 .1  Neither  par ty shal l  be l iable for  a fa i lure to perform 
ar is ing f rom any causes or  events beyond its reasonable 
contro l.  In the event of  a fai lure by the Suppl ier  to 
perform ar ising under this Clause 17.1, Purchaser shal l  
be ent i t led to obtain Goods and/or Services f rom 
elsewhere for  the durat ion of  such fa i lure and to reduce 
the quant i ty or  amount of  Goods and/or  Services ordered 
f rom the Suppl ier under a PO.  

1 7 .2  The Suppl ier  is  not  appointed,  by enter ing into this 
Contract,  as sole or  exclusive suppl ier  to Purchaser or 
to the Purchaser Group and, to the extent  not  stated in 
the PO, Purchaser makes no promises as to any of  
volume of  services, revenue or  profi ts  to be expected by 
the Suppl ier.  

1 7 . 3  These Cond it ions do not  create  a  contract  o f  
employment ,  a par tnersh ip or  a jo int  venture  
re lat ionsh ip be tween the par t ies  nor  w i l l  e i ther  par ty 
ac t  as  agent  o f  the other  except where prev iously  
agreed in  wr i t ing and requ ired  for  the  per formance of  
the Cont ract .  

17 .4  The Purchaser ’s entire l iabi l i ty to the Supplier pursuant 
to they Contract, shal l be the charges for the Goods,  
Works and/or  Services to be provided as set out in the 
relevant PO together with any interest due pursuant to 
Clause 3.5  

 

17.5  Each right or remedy of the either party under the 
Contract is without prejudice to any other rights or 
remedies available to that party under this Contract 
or otherwise.  

17.6 If any provision of the Contract is found by any court, 
tribunal or administrative body of competent jurisdiction 
to be wholly or partly illegal, invalid, void, voidable, 
unenforceable or unreasonable it shall, to the extent of 
such illegality, invalidity, voidness, voidability, 
unenforceability or unreasonableness, be deemed 
severable and the remaining provisions of the Contract 
and the remainder of such provision shall continue in 
full force and effect.  

17.7   Any notice in connection with the Contract shall be 
delivered as follows: 
In our case: to 
commercial.outsourcingnotices@aviva.com unless we 
notify you otherwise. Notices sent to this address will 
be deemed received on the next working day following a 
delivery receipt from the above email address. If you do 
not receive a delivery receipt within one hour of 
sending, then the notice will be deemed undelivered 
and you should deliver the notice between 09h00 and 
17h30 by hand or recorded delivery to Group 
Procurement, One Park Place, Hatch Street, Dublin 2. 
All notices to us must state the PO number.  
In your case: to the email address specified by you on 
the PO unless you notify us otherwise, or such other 
address as you may notify to us in writing. 

17.8 References to any statute or statutory provision includes  

(i) any subordinate legislation made under it, (ii) any 
provision which it has modified or re-enacted (whether 
with or without modification), and (iii) any provision 
which subsequently supersedes it or re-enacts it 
(whether with or without modification).  

17.9 Any waiver by either party of any breach of, or any 
default under, any provision of the Contract by the other 
party shall not be deemed a waiver of any subsequent 

breach or default and shall in no way affect the other 
terms of the Contract.  

17.10 The Supplier shall furnish the Purchaser with such 
information as may be necessary in relation to the use, 
operation or maintenance of the Goods, Works and/or 
Services including, without limitation, instruction 
manuals and maintenance handbooks.  

 

Where the Contract is a construction contract within 
the meaning of the CCA, either party  may refer any 
dispute or difference under the Contract to 
adjudication at any time, in which case the Code of 
Practice on the Conduct of Adjudications published 
in accordance with section 9 of the CCA shall apply. 

17.11 The Contract shall be governed by Irish law and the 
parties submit to the exclusive jurisdiction of the Irish 
courts 
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In this Schedule,  

1. “DP Laws” means the EU Data Protection Directive 95/46/EC as 

implemented in the appropriate local territories of the European 

Union until 25 May 2018 (the “GDPR Date”) and the General 

Data Protection Regulation (EU) 2016/679 ("GDPR") on and 

from the GDPR Date (as amended and superseded from time to 

time), and/or all applicable laws, rules, regulations, regulatory 

guidance, regulatory requirements from time to time, in each 

case in each jurisdiction where the Services are delivered in 

relation to data privacy. 

 "Process/Processing", "Data Controller", "Data Processor", 

"Data Subject", "Personal Data", "Personal Data Breach" 

and "Special Categories of Personal Data" have the same 

meaning as in the DP Laws. 

 "Supervisory Authority" means: (a) an independent public 

authority which is established by a Member State pursuant to 

Article 51 GDPR; and (b) any similar regulatory authority 

responsible for the enforcement of DP Laws. 

2 If Supplier processes any Personal Data on behalf of the 

Purchaser, it shall not: (a) Process Personal Data or disclose or 

permit the disclosure of the Personal Data to any third party 

other than in accordance with the Purchaser’s prior written 

instructions unless Processing is required by any applicable law, 

in which case Supplier shall, to the extent permitted by such law, 

inform the Purchaser of that legal requirement before 

Processing that Personal Data; (b) disclose any Personal Data 

to any third party (including the Data Subject) unless directed to 

do so in writing by the Purchaser; (c) authorise any sub-

contractor to process the Personal Data ("sub-processor") other 

than with the prior written consent of the Purchaser, provided 

that in the case of each approved sub-processor, Supplier shall: 

(i) provide the Purchaser with full details of the Processing to be 

undertaken by the relevant sub-processor; (ii) include terms in 

the contract between Supplier and each sub-processor (“Sub-

processor Contract”) which are substantially the same as those 

set out in this Schedule; (iii); and (iv) remain fully liable to the 

Purchaser for any failure of a sub-processor to fulfil its 

obligations in relation to the Processing of any Personal Data. 

3. Supplier shall implement the measures in Part B of this 

Schedule (which may be amended by the Purchaser upon 

reasonable notice to the Supplier) to ensure a level of security 

appropriate to the risk and take all measures required pursuant 

to Article 32 GDPR. Without limiting the foregoing, Supplier shall 

implement and maintain each of the T&OM set out and referred 

to in these Conditions. 

4 Supplier shall take reasonable steps to ensure the 

reliability of any person who may have access to the 

Personal Data, ensuring in each case that access is 

strictly limited to those individuals who need to 

access the relevant Personal Data, as strictly 

necessary for the purposes set out in paragraph 2 in 

the context of that individual's duties to Supplier, 

ensuring that all such individuals are subject to 

confidentiality undertakings or professional or 

statutory obligations of confidentiality. 

5 Supplier shall promptly notify the Purchaser if it 

receives a request from a Data Subject under any DP 

Laws. Supplier shall reasonably assist the Purchaser 

to enable the Purchaser to comply with the exercise 

of such rights by a Data Subject and/or to comply 

with any assessment, enquiry, notice or investigation 

under any DP Laws in respect of the Personal Data.  

6 Supplier shall notify the Purchaser without undue 

delay, upon becoming aware of a Personal Data 

Breach (a “PDB”) by providing the Purchaser with 

sufficient information to meet any obligations to report 

a PDB under the DP Laws. 

7 Supplier shall co-operate with the Purchaser and take 

such reasonable commercial steps as are directed by 

the Purchaser to assist in the investigation, mitigation 

and remediation of each PDB. In the event of a PDB, 

Supplier shall: (a) not inform any third party without 

first obtaining the Purchaser’s prior written consent, 

unless notification is required by any applicable law, 

in which case notification shall be given to the extent 

permitted by such law; and (b) provide a copy of the 

proposed notification and consider any comments 

made by the purchaser before notifying the PDB. 

8 Supplier will allow its data processing facilities, 

procedures and documentation to be submitted for 

scrutiny by the Purchaser’s auditors in order to 

ascertain compliance with the DP Laws and the 

terms of this Schedule. Supplier shall provide full 

co-operation to the Purchaser in respect of any such 

audit and shall, at the Purchaser’s request, provide  

the Purchaser with evidence of compliance with its  

obligations under these Conditions. Supplier shall  
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 immediately inform the Purchaser if, in its opinion, 

an instruction pursuant to this paragraph 8 infringes 

relevant DP Laws. 

9.  Supplier shall provide reasonable assistance to the  

Purchaser with any data protection impact  

assessments which are required under Art icle 35 

GDPR and with any prior consultations to any 

Supervisory Authority which are required under  

Article 36 GDPR, in each case solely in relation to  

Processing of the Personal Data by Supplier on 

behalf of the Purchaser and taking into account the 

nature of the Processing and information available 

to Supplier. 

10. Supplier shall not (and shall procure that its 

subprocessors shall not) under any circumstances 

transfer Personal Data outside the EEA unless 

authorised in writing by the Purchaser to do so (in  

which case the Supplier shall follow any reasonable  

instructions of the Purchaser, including agreeing to 

(and procuring its subprocessors to) execute the 

European Commission’s Standard Contractual 

Clauses for data transfers between EU and non-EU 

countries). 

11. Supplier shall cease Processing, as soon as 

reasonably practicable and in any event within 30 

days, upon the termination or expiry of these 

Conditions (or, if sooner, the Service to which it 

relates) and as soon as possible thereafter, either 

return or securely wipe from its systems the 

Personal Data and any copies of it or of  the 

information it contains.  

12 The subject matter, and the purpose, of Processing 

herein is the provision of the Services. The nature of  

the Processing shall be the operations necessary to 

enable Supplier to provide the Services. This  

Processing may be in relation to the Purchaser  

customers and/or employees and may include 

names, contact details, dates of birth, ID numbers, 

usernames, passwords and logon data, as well as 

Special Categories of Personal Data. The 

Purchaser’s obligations and rights, as Data 

Controller, are as set out in these Conditions. The 

Purchaser reserves the right to amend this Schedule 

at any time by written notice if necessary to comply 

with DP Laws or guidance from a Supervisory 

Authority, or if required to take account of any 

changes to the Processing of Personal Data 

pursuant to these Conditions. 

 

 
 



 

 

 

Aviva: Public 

 
 

Part B – Security 
1 . Relevant Infrastructure.  

Customer Data means informat ion re lat ing to 
the Purchasers customers (or  those of  any 
Purchaser Group company).  
Data means al l  data ( including but  not l imi ted 
to Customer Data),  information,  text ,  tables, 
drawings,  codes, d iagrams, images or sounds 
which are embodied in any electronic or  
tangib le medium, including  compi lat ions of  
any of  the forego ing,  and which are:  

(a)  processed by,  or  a product  of ,  the 
act iv i t ies under the Contract ;  

(b)  generated by the  Supp l ier  o r  a sub -
contractor  of  the  Suppl ie r  in  car ry ing  
out  the Suppl ier 's  obl igat ions under the 
Cont ract ;  or  

(c)  generated by or  on beha l f  o f  the  
Purchaser (or  those of  any Purchaser  
Group company) .  

Good Industry Practice means the exercise of 
that degree of  ski l l ,  care,  prudence, eff iciency, 
foresight  and t imel iness as would be expected 
from a leading company within the re levant 
industry or business sector.  
Incident  means any event where there is,  or 
potentia l ly could be,  unauthorised access to, 
or use of,  or inter face with any Assets or  
Systems.  
Pub l ic  C loud Services means any data 
host ing,  p rocessing  or  storage serv ice  wh ich 
is  p rovided to the Suppl ier  by  a  th i rd  par ty ,  
where the serv ice  is prov ided on in fras truc ture 
owned and located a t  the th i rd par ty ’s  
premises,  and the serv ice  is  made ava i lable 
over  the internet  us ing infras truc ture shared 
amongst cus tomers.  
Purchaser In fras truc ture  means the  
in fras truc ture of  the  Purchaser or  any 
Purchaser Group company to  wh ich the 
Suppl ie r  or  any o f  the Supp l ie r ’s sub -
contractors has access in the  course of  the  
Cont ract .  
Systems means the sys tems of  the  Purchaser  
(or  those o f  any Purchaser Group company).  
Re levant In fras truc ture means:  (a )  Purchaser  
In frast ructure;  and (b)  Supp l ie r  In fras truc ture.  
Suppl ie r  In fras truc ture means the 
in fras truc ture used in  the  course o f  the 
Cont ract  whether  the  in frast ructure of  the  
Suppl ie r  or  any o f  the Supp l ie r ’s sub -
contractors.  

2. INFORMATION SECURITY REQUIREMENTS 
The Supplier  shal l  mainta in and implement 
appropr iate secur i ty systems, contro ls, pol ic ies 
and procedures as least  as ef fect ive at 
minimising the r isk of an informat ion se cur i ty 
breach as required by Good Industry Pract ice.  

3. INCIDENT MANAGEMENT 

The Supp l ier  wi l l  imp lement  a process fo r  the 
management and repor t ing o f  ac tual  o r  
suspected Inc idents wh ich  inc ludes:  ( i )  
communicat ion  to a l l  re levant persons in  order  
to promote prompt report ing and contro l  o f  any 
suspected,  at tempted or  ac tual  secur i ty 
breaches;  and ( i i )  not i f icat ion to the Purchaser 
wi th deta i ls  of  the Inc ident  and i ts potent ia l  
impact .  The Suppl ier  wi l l  prompt ly make the 
Purchaser aware of  the  remediat i on be ing 
inst igated by the Supp l ier  in order  to resolve 
any Incident  impact ing the Purchaser.  

4. ACCESS MANAGEMENT 
The Supplier  shal l :  (a)  mainta in and implement 
appropr iate secur i ty systems, contro ls, pol ic ies 
and procedures to ensure the secure use of  (and 
protected access to)  a l l  appl icat ions, databases 
and devices used to service the Purchasers 
businesses;  (b)  ensure that access to any 
appl icat ions, databases or  devices used pursuant 
to the Contract  is:  ( i )  only granted to those 
Suppl ier  personnel  who reasonably need i t  for  
the purposes of  the Contract ;  and ( i i)  restr ic ted 
in accordance with the role or  funct ion of the 
indiv idual;  and (c)  ensure that  adequate 
procedures are in place so that Suppl ier  
personnel  access is: ( i)  added, modif ied and 
deleted in a t imely manner; and ( i i )  rout inely 
reviewed for  recer t i f icat ion and reval idat ion 
purposes. 

5. REMOTE ACCESS SECURITY 
The Supp l ier  shal l  ensure  tha t  contro ls  a re  in 
p lace to  prevent  unauthor ised remote access,  
inc luding  (bu t  no t  l im i ted  to ) :  ( i )  using  strong 
authent ica t ion (e.g.  two - fac tor  au thent icat ion)  to 
au thent ica te  the  Suppl ie r 's  users ;  ( i i )  encrypt ion 
f rom the end-po in t  (e.g.  lap top)  to the network  
for  a l l  da ta  t rave l l ing  across a remote access 
mechan ism;  and ( i i i )  logg ing  of  a l l  remote 
access at tempts  and rev iewing of  any 
susp ic ious act iv i ty.  

6. PORTABLE STORAGE DEVICE SECURITY 
The Supplier  shal l  not store Data on unencrypted 
portable storage devices.  Where por table devices 
do hold Data,  the Suppl ier shal l  ensure that : ( i )  
they are locked securely away when not  in use; 
( i i )  use in publ ic areas is avoided; ( i i i)  the data 
stored with in the device is no more than the 
minimum required;  and ( iv)  a l l  devices are 
adequately encrypted and password protected.  

7. DATA TRANSFER SECURITY 
The Supp l ier  shal l  ensure  tha t  a l l  Data sent  
over  the internet  e i ther  by e -mai l  or  v ia other  
in ternet  protoco ls  (e.g.  FTP)  is :  ( i )  encryp ted 
us ing at  leas t  a 128 b i t  encryp t ion mechan ism; 
and ( i i )  on ly t ransferred  v ia  pre -conf igured 
communicat ions wi th e lectron ic  
acknowledgement .  The Supp l ier  sha l l  ensure  
that  no unapproved t ransfer  techno logies are  
used to communica te  Data .  

8. PASSWORD MANAGEMENT 
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The Supp l ier  wi l l  ensure  tha t :  ( i )  in  respect  o f  
any passwords used for  access to  i ts  systems, 
s tandard password conf igurat ion inc l udes 
(wi thout  l imi ta t ion) :  m in imum length ,  complex i ty ,  
expi ry ,  h is tory ,  and account  lockout  fo l lowing 
consecut ive  fa i led  logon at tempts ;  ( i i )  the  
a forement ioned conf igura t ion  is imp lemented a t  
sys tem leve l  and documented wi th in  a  password  
management s tra te gy or  pol icy document ;  ( i i i )  
a l l  non-personal  IDs are documented ( includ ing  
the purpose o f  the  access) ;  ( iv)  a l l  s ta f f  a re  
made aware  o f  the impor tance of  keep ing thei r  
passwords conf ident ia l .  

9. NETWORK SECURITY 
The Supplier  shal l  per form regular :  ( i)  ant i -
v i rus and per imeter scanning activ i t ies on 
i ts  IT estate which include f i rewal l  and 
emai l scanning services; and ( i i )  patch 
management act iv i ty in accordance with 
Good Industry Practice.  

10. PHYSICAL SECURITY MANAGEMENT 
The Supplier  shal l ensure that appropr iate 
contro ls are in place at i ts premises and 
any other premises used in the 
performance of the Contract  to prevent 
unauthorised physical  access to those 
premises.  

11. DATA DISPOSAL 
The Suppl ier  shal l  ensure that  any hardcopy 
Data is shredded (us ing a c ross -cut  
shredder or  incinerat ion)  and securely  
d isposed o f  v ia an internal  d isposal  
mechanism or  by using a th i rd par ty.  For  IT 
assets,  the Suppl ier  must ensure that  any 
IT assets and electron ic media being used 
to store Data that  are no longer required 
are destroyed by  incinerat ion,  damaged 
beyond repair  or  that  the Data is erased 
using data erasure techno logy such that  
Data is erased and not  recoverable (and 
cer t i fy  to the Purchaser in wr i t ing that  the 
foregoing has been done).  Upon the expiry 
or  terminat ion of  the Contract ,  the Suppl ier  
shal l :  (a)  assist  the Purchaser in the return,  
t ransfer  and/or  destruct ion of  a l l  Data f rom 
al l  sources,  networks and devices used by 
the Supp l ier  or  any Supp l ie r  Company, or  
any of  the Suppl ier ’s (or  a Suppl ier  
Company’s)  subcontractors ;  and (b)  ensure 
that  a l l  physica l  or  log ical  assets,  
inte l lec tual  property  and l icences are 
returned, and phys ical  and logical  system 
access to Data or  Systems is revoked with in 
t imescales agreed with the Purchaser.  

12. PUBLIC CLOUD SERVICES 
The Supplier  wil l  not store,  host,  or 
process any Data or  Confidentia l 
information in any Public Cloud Service 
without  the prior wr it ten consent of the 
Purchaser. Subject to the foregoing, the 
Supplier wil l  provide adequate assurance 
of the Public Cloud Services provider’s 
secur ity contro ls by al lowing the 
Purchaser access to any or al l  of the 

fol lowing:  (a) documentation relat ing to 
the Supplier ’s due dil igence act ivi ty in 
respect of the Public Cloud Services 
provider; (b) ISAE 3000, ISAE 3402, 
SSAE16 or  any s imi lar independent SOC I I 
audit  of the Publ ic Cloud Services 
provider; (c) where applicable, detai ls of  
the scope and cert i f ication status of 
ISO/IEC 27001:2013.
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