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Digital Capability

Our commitmentis to makeiteasierto tradewith Aviva online, no matter how a broker chooses to placetheir business.

Here’s a look at the Aviva digital products an where,and thesupport available.
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Contact our digital teams on 0800 015 2578

To register for Fast Trade access please visit Aviva Broker: Fast Trade - Aviva (avivab2b.co.uk). For further information on accessing our eTrade products via Acturis please visit Aviva Broker. Integrated Trading - Aviva (avivab2b.co.uk
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https://connect.avivab2b.co.uk/broker/support/online-services/fast-trade/
https://connect.avivab2b.co.uk/broker/support/online-services/integrated-trading/#m-tabs-KEEzS
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Service you can count on
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Sarah Johnson
Underwriting and
Performance
Manager

Lisa Caton
Trading Underwriter

Sarah has worked for Aviva
since May 2004 and as the
Digital Specialty Lines
Underwriting Manager since
March 2020 and has recently
expanded her roletoinclude
the performance side of SL
Digital

Lisa joined the team in
January 2021 having
previously worked asa
marine underwriter.

Mark Blackburn
Trading Underwriter

Mark hasworked for Aviva
since 2014 and moved
from our Motor Claims

teamsto our Digitalteam

in2022.

Stewart Hares
Trading Underwriter

Stewart has worked for
Aviva for almost 30 years
and joined the Digital
team in 2018 from the
regionalengineering
team.

Safdar Ali
Trading
Underwriter

Safdar hasworked for
Aviva since 2006 and
joined the Digitalteam in
2018 from theregional
engineering team.

Jane Hulbert-
McQuaide
Trading Underwriter

Janehasworked for Aviva
since 1989 in a variety of
roles. Janejoined the
Digitalteam in 2018 from
the regionalengineering
team.

| Chris Vine - Senior Specialty Lines Manager
' Kat Halbert - Head of Digital Operations

Susan Freer
Trading Underwriter

Sue hasworked for Aviva
since March 2000 and
moved into the Digital
team from theregional

marineteam.

Fahmina Mimme
Trading Underwriter

Mimme has worked for
Aviva for almost 5years
having worked previously
ina customer servicerole

George McAlindon
Trading Underwriter

George hasworked
for Aviva for almost 5
yearsand moved from
our Lifeteam in 2022.

Kelly Fleming

Saqib Ali
Trading Underwriter

Trading Underwriter

Kelly joined us in January
2023 having previously
worked in a doctors
surgery

Sagibjoined usin
December 2022 having
worked previously in a

customer service role

Ben Scarborough

Ryan Johnston
Trading Underwriter

Trading Underwriter

Ben joined us in January
2023 having worked
previously in a customer
service role

Ryan joined us in
January 2023 having
worked previously in a
customer service role
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Why buy Cyber Insurance

A 1. All businesses are at risk @ 4, Operations & reputationsneed protecting

Any businesses are heavily reliant on technology to carry out day-to-day
business operations. Not beingable to access vital IT systems due toa
cyber attack or data breach could result in significant business
interruption and reputationalimpact. Cyberinsurance covers the loss
of revenue and any subsequent increased working costs, as well as PR

Most criminal activity isn’t targeted at a particular business or industry.
Instead, sophisticated tools are used to search the internet for system
vulnerabilities. This means any business, large or small, can be targeted
- with 46% of UK businesses suffering a cyberincident in the last 12

months.
costs.
. 79\ . .
&%& 2. People makemistakes .. O Thirdparties need reassurance
According to research, 90% of attacks seen by the ICO in 2019, could Cyberinsurance sends a clear message to both third parties and
likely be attributed to human error or mistake rather than hardware or customers that cyber security is taken seriously, and provides
software security vulnerabilities reassurance that adequate protection in in place should an attack occur.
Z 3. Timeisof theessence 6. Regulationsarealways evolving
Aviva’s cyber insurance can dovetail with existing risk management With the accelergted pace ofdigital.isation, thgre is increasingfocus on
strategies to provide a rapid response to any attack, and co-ordinated the Data Protection Legislation. Aviva’s cyber INEClElES ) ouEl
access to a team of dedicated experts. The first hour is the “golden against defence costs, regulatory fines and penalties, where insurable
Hour”, where effective action can dramatically reduce the impact of the by law.

event. Small-to-medium sized companies, in particular, may not have
the necessary systems in place to achieve this ontheir own.



Clear and comprehensive cover

Our core coverage included as standard with the option to add External Cyber Crime

Breach Response First Party - Business Loss Third Party - Liabilities External Cyber Crime

Experts
» Costsof anincident manager, IT
forensics and legal support

Notification Costs
e Costs to notify and provide credit or
identify fraud monitoring services

Reputation Management
» Costs of PR consultants

Resilient Improvements

» Coststo improve resilience of
computer systems following a loss.
15% of corresponding claim up to £25k

Criminal Reward

» Costs for reward, paid by you, which
leads to a conviction or recovery of a
financial loss following covered cyber
event

* Optional cover on our digital cyber product

IT Systems and Data
* Restore, recover or repair data, software,
websites or damage to computer system

Cyber Extortion*

* Expensestorespond toactual or
threatened compromise of the insured’s
network or data

Business Interruption

* Lossofrevenue and additional increase
costofworkingincludingloss offuture
customersdue to reputational damage

Outsourced Service Providers

* Blcoverextendstoincludeinterruption to
your contracted providers of IT, data
hosting or processing services.

System Failure
* Lossofincome and additional expenses

Manufacturing and other industrial
processes-up to £25Klimit

Data Privacy and Confidentiality

* Breach of confidence or misuse
ofindividuals private information
or personal data

* Breach of Data Protection Legislation

* Lossordisclosure of third party
confidential commercial information

Regulatory Finesand Penalties
*  Whereinsurable by law

Network Security

* Negligent transmission ofavirus

* Failureto preventunauthorised access
that resultsin a denial-of-service attack

Multimedia*

* Copyrightinfringement, defamation, libel,
slanderand costs to remove media to
minimise a loss

Payment Card Industry
* Fines, penalties and assessments resulting
from the breach

Unauthorised use of computer
equipment, social engineering
fraud, funds transfer fraud,
telecommunications fraud,
corporate identity fraud available
as optional cover
» L oss of money, securities or
property



Considerations when placing cyber cover

Aggregate Basis Claims Made

Majority of cyber policies in the
market are writtenon an
aggregate basis

This means the cover limit
selected is the maximum amount
the insurance will pay in a policy
period. If this limitis exhausted
through one or many claims,
coverage under the policy will
cease

Very important therefore to help
your customer select a limit
which provides sufficient cover
fora worst-case scenario loss.

Cyber liability policies generally
written on a 'claims made' basis
This means coveris only for claims
first made against theinsured and
notified to theinsurer during the
period of insurance

Cover can pick up events which
happened prior to the inception of
the policy, but only if the insured
did not know about them

Most cyber policies have a:

* monetary excess - payable as
partofaclaim

» time excess /waiting period - as
part of the Business Interruption
cover. This is the defined period
aninterruption to the business
must exceed beforea Bl claimis

payable

Check when an excess will be
payable - Is it payable as soon as
contactis made with the incident
response line, or once specialist
support isinstructed?

Aviva will notrequest an excess
payment if the customer’sissue is
resolved via advice given by our
incident response team.



Underwriting Appetite - Cyber

Within Appetite Out of Appetite

* Upto £50m Turnover - Digital capability plus: « E-Commerce Risks
* Upto £2m CoverLimit  Technology «  Financial Institutions and Financial
* UKCompanies  Large and ComplexRisks Serfiees
© Retail&Wholesale * Overseas Subsidiaries *  Utility & Telecommunication
* Professional Services e  £5m Cover Limit Comnanics
* Business Services  Larger SMEs and mid-market . Mediaand Marketing
* Manufacturing & Industry organisations with a turnover of up .
: » Selected Healthcare & Social Care
e Construction to £250m.
* Education * CyberExcess of Loss- Corporate
«  Agriculture businesses and larger SMEs who
e Leisure require higher indemnity limits
e Arts and Culture than'their primaryinsurercan .
+  Motor Industry provide to manage their cyber risk
exposure.

 Selected Healthcare & Social Care



Underwriting Appetite - Security Assumptions

* Youare payment card industry compliantif applicable to your business activities

» Computerequipmentand any personal devices used for accessing your computer systems have effective and up to date
software protecting against virus and malicious code that is updated at least once a month.

 Computer Equipmentis protected from unauthorised access by a suitable and active firewall thatis updated at least once a
month.

» All Datais backed up on at least a weekly basis and validated by checks. Personal and other sensitive business data is stored
securely.

» AccesstoYour Computer Equipmentisauthenticated by the use of individual identification and passwords. Any default
passwords or access codes are changed and kept secure.

» Updatestofirmware, operating systems and software are completed to address identified vulnerabilities within 14 days from
release with a severity that the provider has described as critical, important or high.

* You, their partners, directors and Employees are trained in the dangers of Social Engineering Fraud and how to spot these
attempts.

* You have formal payment procedures in place which require partners, directorsand Employees to independently verify the
legitimacy of payment instructions before amending bank details of a supplier or customer or making a payment for the first
time.




Common Objections

The cost of cyber
insuranceis too
high.

We don’t hold
any personal
data.

| don’thaveanonline
presence.

Myindustryisn’ta
target for cyber
attacks.

My dataisheldinthe
cloud.




Cyber Claims Scenarios

Ransomware - Timeis of the essence

Scenariol

A managing director of a retail company receives an email from a third party informing her they have access to the company network. Thethird party
is demanding a ransom payment of 2 Bitcoin (equivalent to around £50,000) be paid or they will leak customer data.

Fortunately she has Cyber insurance andimmediately contacts Aviva. Upon receiving the call, our response team act straight away, appointing IT
forensic specialists, reviewing policy coverage, and offering mitigation advice. Within 48 hours solutions are in progress.

Total cost of the loss is less than £10,000

Scenario 2

Similar cases wherethe computer systems of a manufacturer are compromised. The attack halts production and there is a ransom demand for £30,000
issued to release the decryption key.

The company’s IT team work for five days to manage the attack before notifying Aviva. Once we are notified we begin supporting the IT team and
investigating the incident.

Due to the delay in notifying Aviva the total cost of loss is over £80,000

Our Philosophyis to put the insured, and our business partners, at the centre of what we do.




Cyber Claims Scenarios - Employee Error

EmployeeError

Scenario 3

An employee working in HR at an estate agency inadvertently sends an
email to a colleague in another branch. Theemail includes personal
information of a large number of staff members, including payroll data
and home addresses.

Once the data breach is identified, Aviva investigates the incident and
works with the company to notify the ICO within the 72-hour
timeframe. Approximately 200 employees pursue the matter and sue
the company for material distress, as a result of the data leak.

The employees are awarded £1,000 each for emotional distress and
significant third party legal costs areincurred.

Total cost of loss is £227,000.

Our Philosophyis to put the insured, and our business partners, at the centre of what we do.




Meet the Cyber Team

StephenRidley Tim Horsfall Casper Stops

Regional Cyber London Cyber

Head of Cyber " .
Underwriting Manager Underwriting Manager

@ Regional Team Phone Number: 0207 764 6032



Why Aviva for Digital?

we listen & act we quote we convert

© ®

we support we trade we win*



Questions?

Find out more
For more information aboutthe productsand services we provide, visit

https://connect.avivab2b.co.uk/broker/

Aviva Broker: Specialty Lines Hub - Aviva- Aviva (avivab2b.co.uk)
Today.

Risk Management Support

Our dedicated Risk Solutionswebsite hashelpful resources, guides and
expert adviceto help mitigatetheday today risks businessesface. Head
to Aviva Risk Management Solutions- Aviva Risk Management Solutions
today.

LLELL 1



https://connect.avivab2b.co.uk/broker/
https://connect.avivab2b.co.uk/broker/resources/product-support/Specialty_Lines_Hub/
https://www.aviva.co.uk/risksolutions/
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